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MOSES Security Profile configuration Moses Special Rule configuration

~ Same device multiple usage (e.g. BYOD policy) Steps: Steps:

~ Need to separate sensitive corporate data from personal one » Specify name, default rule and priority ~ Specify the name of Special Rule
~ Avoid energy demanding (para)virualizations » Assign allowed applications » Select rule type (action)
(Trango, VirtualLogix, L4 microkernel, L4Android) » Assign Special Rules » Select fine-grained operation
» Assign Contexts » Enter target of the rule
» (Optional) Enter perform action

MOSES Idea and Features

Create Security Profile

Enter a name and a default rule of Security Profile. It's

Assign apps to Security Profile Assign Special Rules to Security Assign Contexts to Security
Select apps that may be run in Security Profile. Profile Profile

_ D oall @ 12:12
Create Special Rule
Fill in the fields of Special Rule.

D oal B 829 ¢ D all & 830 Dl & 831

better to use unique names

Enter Security Profile name

private

. Add or delete Special Rules and change their position in Select Contexts that should activate selected Security
HTML Viewer the list. Long click on an item for further options. Profile.
UID: 10025

Select a UID of an application to be subject of Special

: browser _deny receive from_google i
NAME y_ - _goog Rule. Some UIDs can be shared among several applicat...

e
\ Bluetooth Share RUL_E TYPE DENY
UID: 10037 UID: 10036

Main idea: separate security Profiles (SP); applications

ALLOW v Calendar Storage PERFORM:

replicated in one SP cannot access data in other SPs.

> Calendar
UID: 10034

@ Browser

UID: 10036

Name of Special Rule:

Calendar Add Proximity Alert browser_deny_receive_from_google

UID: 10034

Choose a rule type:

@ Browser Request Single Update
ALLOW S UID: 10036 .
Choose a subject(UID):
" \ Music Receive Internet Data
DENY W/ uID: 10015

UID: [10036]

Choose an operation:

Features:
» Separation of application data between different profiles

i Ga"‘?f)’__ Send Data to the Internet
ALLOW WITH PERFORM ~ T UID: 10026

- Down|9ads Read from a File
= UID: 10019

~\ Music Receive Internet Data

W uID: 10015 v

Enter a target:

~ n

> Ability to have fine_grained pOIicy B8 User Dictionary |—| _ _ google* perform action:
: : : : : (a) Name, default rule (b) Selection of allowed  (c) Assignment of Special  (d) Context assignment e Bl —
» Compatible with existed applications VER e iy R —— Rules BN — — — l
: : : : : - n ration n n
» Security Profiles can be activated automatically and manually configuration ot

Figure 2: Moses Security Profile configuration

MOSES Architecture

Figure 4: Configuration of Moses Special Rule

Security Profile change ,
f Security Profile: \l f Security Profile: \l f Security Profile: \l

| DEFAULT ! WORK | __PRIVATE | Moses Security Profiles change be changed: Dl B izis Dol @ 123
» Automatically (by the system based on Contexts assigned to SP)
» Manually (using MosesSpChanger application) S =g O"® = B

Applications

Browser Calculator Calendar Camera Browser Calculator Calendar

Clock
e - T A I - I © T S
Email

Contacts Dev Tools  Downloads Contacts Dev Tools Downloads

MosesPolicyGui

¢ @ D ul B 12221 D al B 438
Create Context

MosesSpSwitcher

[ Active Profile: [0]: DEFAULT

Enter a name of a Context, priority and rules to define
Context. It's better to use unique names

Android
Framework Security Security Security select new Security Profile: Enter a name of a Context

Clock
Email

-~ = 7 & @
Gallery Messaging MosesSpCha MosesSpCha Phone Profile Search
nger nger manager
—————————————————————— \ )
[" contentProvider PEP || Context { @ ~ :
I - I Detector : : © Time: ',E_“ .\ C # .
i M Taint Ph Profil Search Setti Spare Parts  Speech T
: LocationManager : System | ho/lsaisg:lgaej:] | 09, 00, 00, 2880000d one m:rjla:geer earc ettings  Spare Parts Repc?:eriier ags
—————————— | ——— moses.db -
I | f l
| OSFileSystem | | MosesHypervisor | | | ~r —
| | | Mosesapp | MosesRules || [ Mosespolicy | ! (a) All apphcat.lons allowed (b) Camgra, Gallgry,
|| OSNetworkSystem | I Manager Manager || | | MOSES (SP: private) Messaging, Music
Activate Security Profile app|icati0ns nOt allowed
(a) MosesSpChanger (b) Context configuration (SP: work)
main window Figure 5: Main window of Launcher application
Figure 1: MOSES Architecture Figure 3: Security Profile change
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