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Context
Automated testing and dynamic analysis techniques are critical for ensuring the reliability and the security of third-party Android apps.
One of the biggest challenges for these techniques is effective app exploration in the black-box setting. Android apps have many entry points,
and their source code is unavailable for inspection. State-of-the-art tools utilize a wide variety of app exploration strategies that range from
generating random GUI events to systematic exploration of apps models [1], but there is no agreement on the success criteria.
Code coverage is a common metric used to evaluate efficiency of automated testing and dynamic analysis tools [1], and some of these tools
utilize code coverage as a component of a fitness function to guide app exploration and find more bugs [2].
Code coverage exists in many flavors, and there is currently no agreement in the community on which metrics to use in the fitness function.
Are they all the same, or is there a code coverage granularity that works best? We make the first step towards reaching this agreement.

Hypothesis

Experiment setting

Combining different
granularities of code
coverage can be beneficial
for achieving better results
in automated testing of
Android apps.

Sapienz [3] is a state-of-the-art bug finding tool for Android apps. It relies on Monkey [3] to generate
random input events; and applies a genetic algorithm to event sequences. The test selection function
combines code coverage, the number of found bugs, and the size of a test sequence. Sapienz is
designed to utilize activity, method and statement coverage. We set out to evaluate how these metrics
fare against each other in finding bugs.
Activity coverage was computed by Sapienz, and method and instruction coverage were measured with
our own ACVTool (the tool is currently available at https://github.com/pilgun/acvtool).

Experiment 1: Comparing the metrics individually
We randomly selected 500 apps from Google Play and executed

Table
1: Crashes found by Sapienz in 500 apps
them with Sapienz using each coverage metric.
Cover age met ric

# unique
crashes

# faulty
apps

# crash
types

A ct i v i t y
M et h od
I n st r u ct i on

287
317
322

203
231
225

23
23
23

T ot al

555

295

26

Conclusion: Different metrics find different bugs.

Experiment 2: Evaluating the randomness impact
We randomly selected 100 apps, and ran Sapienz 5 times for each
app using each coverage metric.

Conclusion: Even in multiple runs, no individual coverage metric was
able to find all bugs detected by others.

Figure 1: Crashes found by Sapienz in 500 apps
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